Securing your Messiah University account with Microsoft Authenticator

Please follow these steps to set-up Microsoft Authenticator. Note that you will use both your computer
and your personal smartphone during this process.

Begin by installing the
Microsoft Authenticator app
on your personal smartphone.
Do NOT open the app until
step 6

If you are viewing these
instructions on your
smartphone, you can use the
appropriate link below to
download the app directly:

1 | iOS\App Store
Android\Play Store

If you are viewing these
instructions on your
computer, open the App
Store or Play Store on your
smartphone and search for
Microsoft Authenticator. Be
sure to download and install
the correct app which should
have the icon pictured here.

Microsoft Authenticator
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2 | and sign in using your [ Nex |
Messiah University e-mail
account.

Sign in using your full Messiah email address
(username@messiah.edu). After you log in, you will
be able to access all of your eligible Office 365
applications by clicking on the "Office 365" at the
top left of the window.

Q, sign-in options



https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_US&gl=US
https://office365.messiah.edu/

After signing in, you'll see a
prompt that more
information is required to
secure your account. Clicking
Next will begin the set-up
process for multi-factor
authentication on your
account.

You will see an option to Skip
for now which also indicates
how many days you can skip
this process before you will
be forced to complete it. If
you do skip, you will see this
prompt every time you sign in
until it is completed.
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More information required

Your organization needs more information to keep
your account secure

Skip for now (14 days until this is required I

Use a different account

Learn more

Sign in using your full Messiah email address
(username@messiah.edu). After you log in, you will
be able to access all of your eligible Office 365
applications by clicking on the "Office 365" at the
top left of the window.

After you select Next, a Keep
your account secure wizard
appears prompting you to
install the Microsoft
Authenticator app.

Since you have already
installed the app in Step 1,
click Next to continue.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

@ Start by getting the app
& On your phone, install the Microsoft Authenticator app Do wee=miy

After you install the Microsoft Authenticator app on your device, choose “Next".

| want to use a different authenticator app

Do NOT click on the Next
Download now link on this
screen. Luantte setup & diferen: methed
Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
The Set up your accou.nt page Microsoft Authenticator
will appear. Stay on this page
on your computer while you Set up your account
set-u P the Microsoft If prompted, allow notifications. Then add an account, and select "Work or school”.
Authenticator app on your
mobile device. -

Back Next

| want to set up a different method




Open the Microsoft
Authenticator app on your
smartphone. Select to allow
notifications (if prompted).
Tap | agree to accept the
privacy terms.

On the next screen, you will
be presented with 3 options.
Tap on Scan a QR code to
proceed.

Note: The first time you set
up the Microsoft
Authenticator app, you might
receive a prompt asking
whether to allow the app to
access your camera (iOS) or to
allow the app to take pictures
and record video (Android).
You must select Allow so the
authenticator app can access
your camera to take a picture
of the QR code in the next
step.

Skip

Peace of mind for your digital life

Secure your accounts with multi-factor
authentication.
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Eg Scan a QR code

QR code will be shared by your account provider (e.g
Microsoft, Google, Facebook) or organization

Restore from backup




Keep your account secure

Return to the Set up your Your organization requires you to set up the following methods of proving who you are
account page on your

computer, and then select Microsoft Authenticator

Next.

Scan the QR code

The Scan the QR code page :’ps: E::-‘hl\;g:olsai‘ctoi:t:enticatorapp to scan the QR code. This will connect the Microsoft Authenticator
appears. Scan the provided

code with the Microsoft
Authenticator app on your
smartphone. Once you get a
message on your smartphone
that your account has been
added successfully, Can't scan image?
select Next on the Scan the

After you scan the QR code, choose "Next"

EXAMPLE QR CODE

| Back | Next
QR code page on your
computer. .

Lwant to set up a different method
Keep your account secure
Your organization requires you to set up the following methods of proving who you are
You will now be taken to a Microsoft Authenticator
page to test your account and L
. ) Let's try it out

a notification should be sent A
to the Microsoft
Authenticator 3 pp on y0 ur Approve the notification we're sending to your app by entering the number shown below.

mobile device. o

Back

L want to set up a different method




Enter the 2-digit number
provided and approve the
notification in the Microsoft

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Microsoft Authenticator

Notification approved

v/

9 | Authenticator app on your
smartphone and the page
should update to notify you -
that the notlflcatlon was - ot
approved. Click Next to
continue.
lwant to set y fferen h
Keep your account secure
Your organization requires you to set up the following methods of proving who you are
You should now receive a
Success! page and the set-up Success!
process is complete. Click
10 . Great job! You have successfully set up your security info. Choose "Done” to continue signing in.
Done to complete the wizard Default sign-in method:
and proceed into your .
account Microsoft Authenticator
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ended and multi-factor Approve sign in request
authentication is enforced for i .
t il thi © Open your Microsoft Authenticator app and
your accic:cun 4 ytOU.WI seethis approve the request to sign in.
screen after entering your e-
mail address and paES»\INOI"d | can't use my Microsoft Authenticator app right now
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You should receive a
notification on your
smartphone to approve the
sign-in. Once approved, your
sign-in should continue
automatically.

More information

Sign in using your full Messiah email address
(username@messiah.edu). After you log in, you will
be able to access all of your eligible Office 365
applications by clicking on the "Office 365" at the
top left of the window.




